Abstract-The advancement of smartphone technology has attracted many companies in developing mobile operating system. Mozilla Corporation recently released Linux-based open source operating system, named Firefox OS. The emergence of Firefox OS has created new challenges, concentrations and opportunities for digital investigators. In general, Firefox OS is designed to allow smartphones to communicate directly with HTML5 applications using JavaScript and newly introduced WebAPI. However, the used of JavaScript in HTML5 applications and solely no OS restriction might lead to security issues and potential exploits. Therefore, forensic analysis for Firefox OS is urgently needed in order to investigate any criminal intentions. This paper will present an approach and methodology in forensically sound manner for Firefox OS.
INTRODUCTION
In the last 10 years, the sales and productions of mobile devices are exponentially increased. The development of mobile devices nowadays not only focused on communication, but more towards personal life, business, entertainment, medical, as well as education. Latest analysis by Gartner shows that the total numbers of smartphone sold in Q4 2013 is about 282 million units, while the total numbers of smartphone sold in Q1 2007 is about 24 million units [1] [2] . In just 7 years, the total numbers of smartphone sold in Q4 2013 is about 12 times more than the total numbers of smartphone sold in Q1 2007.
The growth of mobile devices has lead to numerous companies to join in the market shares. Apple iOS started shipping their devices in Q2 2007, followed by Google Android in Q3 2008, Bada in Q2 2010 and Windows Phone in Q4 2010. In 2014, mobile operating system market share is dominated by Google Android, followed by Apple iOS, Windows Phone, RIM, Symbian, and Bada respectively. In Q1 2012, Mozilla Corporation joined the battle by releasing their own mobile operating system, named as Firefox OS [3] . The OS is able to run on selected Android-compatible smartphones. The first ever Firefox OS phone was released by ZTE in Q3 2013 and followed by Alcatel, LG and Geeksphone [4] [5] .
Firefox OS is an open source mobile operating system which is purely based on Linux and Mozilla's Gecko technology [6] . Firefox OS boots into a Gecko-based runtime engine and thus allow users to run applications developed exclusively using HTML, JavaScript, and other open web application APIs. According to Mozilla Developer Network, Firefox OS is free from proprietary technology but still a powerful platform; it offers application developers an opportunity to create tremendous products [6] . Mozilla introduced WebAPI by bridging the capability gap between native frameworks and web applications. WebAPI will enable developers to build applications, and run it in any standards compliant browser without the need to rewrite their application for each platform. In addition, since the software stack is entirely HTML5, a large number of developers were already established, and users can embrace the freedom of pure HTML5 [7] .
Unlike Apple iOS, Windows Phone, RIM and Google Android which full of manufacturer restriction, Firefox OS is based solely on HTML5, JavaScript as well as CSS, and those are totally open sources. By not having any restriction, security issues and potential exploit might come into question. According to Mozilla Developer Network, Firefox OS has designed and implemented multi-layered security model which deliver the best protection against security exploits [8] . In general, Firefox OS is using four layers security model, which are the mobile device itself, Gonk, Gecko and Gaia layers, in order mitigate exploitation risks at every level. The mobile device is the phone running Firefox OS, while Gonk consists of the Linux kernel, system libraries, firmware, and device drivers. Gonk delivers features of the underlying mobile phone hardware directly to the Gecko layer. Gecko is the application runtime layer that delivers the framework for application execution, and implements the WebAPIs to access features in the mobile device. Gecko is operating as a gatekeeper that enforces security policies which designed to protect the mobile device from exploitation. Gecko also enforces permissions and preventing access of unauthorized requests. Last but not least, Gaia is the suite of web applications that delivers user experience [8] .
The objective of this paper is to present an approach and methodology for forensic investigation in Firefox OS. This paper is organized as follows; Section (2) will explain about related work to-date. Section (3) will present the proposed methodology and detail steps. Section (4) will give a brief conclusion and the future work to be considered. Acknowledgement and references are also presented at the end of this paper.
II. RELATED WORKS
Mobile forensics is a subdivision of digital forensics research and the relatively new area started from early 2000s.
Mobile forensics received a huge attention by security researchers due to the rapid increased of cybercrime cases related to mobile devices. Guidelines on cell phone forensic by NIST stated that mobile forensics can be defined as the science of recovering digital evidences from a mobile devices under forensically sound conditions using acceptable methods [9] . Mobile devices which contained various digital evidences which can be recovered by mobile forensic investigators. According to Distefano, the greater amount of personal information is stored by the mobile devices, the more interesting and highly valuable the device became [10] . The source of digital evidences may include phone contacts, photos, SMS, MMS, calendars and notes. Moreover, smartphones and tablets which equipped with internet connectivity may also contain videos, emails, location information, web browsing information, social networking messages and social networking contacts. All these evidences can be retrieved from Subscriber Identity Module (SIM), mobile internal memory, flash memory and network service providers.
A. SIM Cards Investigation
In the earliest mobile forensic investigation, most of digital evidences in mobile phone were stored in SIM cards. Research by Goode stated that, it is vital to acquire the data such as contact and SMS stored in SIM cards [11] . Similar work carried by Willassen by exploring SIM and core network data in GSM phone [12] . According to Willassen, contents of a SIM card are binary data that can be downloaded once the user has authenticated with a PIN or PUK code. Programs or tools such as Cards4Labs and Sim-Surf Profi were used to decode the binary format into readable form. On the other hand, Casadei used open source tools both in Windows and Linux for digital extraction from SIM [13] . As the result, Casadei is able to acquire the raw data in Binary format from the SIM cards. Casadei has presented an interpretation of binary raw data at a higher level of abstraction and used an open source tool named SIMbrush to examine the extracted raw data. Marturana extend the acquisition process in SIM by comparing data in SIM and Smartphone [14] . According to Marturana, acquisition in the smartphone is much more complicated due to possibility of evidences are also stored in many places such as internal and flash memory.
B. Windows Mobile
With the emergence of smartphones, focuses are more on the Windows Mobile OS due to its similarity in nature with desktop environment. Windows Mobile OS is a simplified version of Windows OS developed by Microsoft; mainly for mobile devices. Research by Chen was able to extract SMS, phone book, call recording, scheduling, and documents from Windows Mobile OS via Bluetooth, Infrared and USB mode using Microsoft ActiveSync [15] . Microsoft ActiveSync used Remote API (RAPI) to read the data stored in the phone. Casey extended the finding by describing various methods of acquiring and examining data on Windows Mobile devices. Casey was also able to capture text messages, multimedia, email, Web browsing, and Registry entries [16] . Some of captured data by Casey are locked by the OS itself, and require XACT from Micro Systemation and ItsUtils to work together with Microsoft ActiveSync. These tools will help to unlock certain files and convert the ASCII format in cemail.vol structure to a readable SMS..
C. WebOS and Symbian OS
Casey has proposed a methodology for acquiring and examining forensic duplicates of user and system partitions; from a device running on webOS [17] . The captured data is in .db3 format and can be analysed using SQL viewer. Some information are stored in UNIX string format, as can be seen in date column in the database. On the other hand, Mohtasebi studied using four mobile forensics tools to extract data from Symbian OS device from Nokia E5-00 smartphone [18] . This research is making a comparison between 4 mobile forensic tools; namely Paraben Device Seizure, Oxygen Forensic Suite, MIAT, and MOBILedit! Forensic. The comparison was to check the ability to examine information types such as call logs, map history, and user data files.
D. Apple iOS
Forensic investigation in Apple iOS started with Instant Messaging (IM) data by Husain and Sridhar [19] . This research was making an analysis to forecast the potential use of IMs that can lead to cyber bully and cyber stalking. Once the data is captured, Paraben Device Seizure, Aesco Radio Tactics and Wolf Sixth Legion are used to analyse the data. The output of this analysis are including username, password, buddy list, last login time and conversation together with timestamp. Husain later extend the finding by proposed a simple and cost effective framework for iPhone forensic analysis [20] . iTunes was used to force backup the iPhone and logical copy of backup data can be found in computer hard drive. This method can capture the entire data from iPhone without Jailbreak the devices. Husain used MobileSyncBrowser to analyze the backup file which is in binary format; coverting them into lists and databases. 
E. Google Android
Research by Chun and Park [21] ; mainly focusing on the acquisition for Windows Mobile OS and Google Android OS. Samsung Kies which bundle together with Samsung devices was used during the data acquisition for Google Android. Later on, Thing proposed a live memory forensic analysis for mobile devices [22] . Thing used Android as the test platform and used Message Script Generator (MSG), UI/Application Exerciser Monkey, Chat Bot, Memory Acquisition Tool (memgrab) and Memory Dump Analyzer (MDA) as the forensic tools. The aimed of this work is to recover the evidence in volatile memory, thus live acquisition is needed. Sylve also made an analysis of volatile memory from Android devices. This research described new kernel module for dumping memory, named dmd, and specifically addresses the difficulties in developing device-independent acquisition tools [23] . Sylve also presented an analysis of kernel structures using a newly developed volatility functionality.
III. PROPOSED WORK
In order to run forensic investigation and analysis, we are proposing this methodology to be conducted during the investigation process. It is based on Smith and Petreski approach [24] . Our methodology and approach consist of three procedures. This methodology is a basic approach and purely designed for Firefox OS. There will be many type of files and analysis, thus it is designed to have specific targeted data checklist. The use of this checklist is to identify relevant data align with specific analysis. This data checklist can be updated from time to time. The first procedure is Preparation and Preservation. This procedure starts with knowledge and information check. If the knowledge about Firefox OS is not sufficient, knowledge gathering is required. It is vital to understand Firefox OS architecture before forensic investigation started. In general, Firefox OS architecture consist of 3 layers [25] . The first layer is application layer called Gaia and work as user interface for smartphones. The second layer is open web platform interface. The second layer used Gecko engine and provide all support for HTML5, JavaScript as well as CSS. All the targeted evidence are stored in this layer. The third layer called Gonk is infrastructure layer and consist of Linux Kernal. There are two types of storage in Firefox OS running phone which are internal storage and additional micro SD card. Acquiring data from the micro SD card is relatively easy; the phone only need to be connected to the host machine and micro SD card can be mounted as removable drive. However, acquiring data from internal storage and other user partitions is quite a challenging tasks.
A. Preparation and preservation procedure
Once ready, we can proceed to the next step. The second step is to create a system configuration and setup forensic software as well as related hardware. In this step, we need to have a smartphone preinstalled with Firefox OS, forensic tools, physical and logical connectivity. We has selected Geeksphone Peak as our test Firefox OS phone. Geeksphone Peak is among the first Firefox running OS phone released and was marketed under developer preview model. It was release in April 2013. Table 1 below are the specification for this phone. As for the phone connectivity, we are using micro-USB 2.0. Subsequently, we need to make a connection between the phone and the host machine. Firefox OS is based on LinuxKernel and the design more or less are similar with Google Android. For that reason, we can easily access the phone using Android Debug Bridge (ADB). The ADB is a toolkit integrated in the Android SDK package and consists of both client and server-side codes. The codes are able to communicate with one another. There are many GUI version of ADB available in the internet and we choose QtADB Android Manager [26] as our acquisition tool, while HxD Hex Editor [27] was selected as examination and analysis tool. These tools will be used during acquisition and analysis procedure respectively.
Then we need to prepare a list of relevant and non-relevant data. This list is very important to identify relevant data to be captured later. For example, if we conduct log analysis, relevant data will be chat log, call log, system log and other related information. The next step is to verify the integrity of data and device. Only if the integrity of data and device is confirmed, then we can proceed to Acquisition procedure. Else, the package need to be returned to requestor. The second procedure in our proposed methodology is Acquisition Procedure. This procedure is mainly for acquiring and imaging the targeted data. Here, we will use several forensic tools; physical or logical depending on the targeted data to obtain. The process starts with acquiring and imaging targeted forensic data which falls under relevant list. For testing purposes, we are using QtADB Android Manager to acquire the file name init from the parent directory of the phone. Fig. 3 shows the interface of QtADB Android Manager. All the files and folders in the phone are listed at the right hand side, while the host machine at the left. To acquire the data from the phone, we can just select certain file or folder and drag it into the right hand side. After the data is obtained, the relevant data list will be marked and updated. This step only involve specific files in the relevant data list. For example, if we want to run log analysis, only log file will be acquired. The second step is to verify the remaining data, if the remaining data in the smartphone is still relevant, the first process is repeated, and it will write down the details into relevant data list. After all relevant data is obtained, we will gather all initial finding and present it to the requester. Analysis procedure will start after all targeted data acquired.
C. Examination and Analysis Procedure
START Examination and analysis using forensic tools
What application created, edited, modified, sent, received the file to be ?
Where was it found and where it come from ?
When it was created, accessed, modified, received, sent, viewed, deleted and launch ?
How was it created, transmitted, modified and used ?
Check registry entry and system log Identify any other relevant information The last procedure in our methodology is Examination and Analysis Procedure. This procedure will focus on deeper attributes of acquired data. All the information will be analysed using additional tools such as SQL viewer to open the database file or Hex editor to open unspecified format files. In this procedure, the acquired data will be examined and analysed to find the application involved in creating, editing, modifying, sending and receiving targeted file. Later, we will investigate the data origin; and the directory it came from. The third sub step is to find when the file was created, accessed, modified, received, sent, viewed, deleted and launched. The fourth sub step is to analyze how it was created, transmitted, modified and used. Registry entry and system log need to be checked and relevant information will be identified and rectified again. Last but not least, we need to repeat all the step, to ensure that there is no missing data during the analysis. Once completed, we can start documenting the result. As for the testing purposes, we are using HxD Hex Editor to open init file. Fig. 5 shows the analysis process. The readable word appeared starting on line 00022E48. After examination and analysis, we identified that this file contain the bootup information of the phone such as the last bootup time, the time since last charge and any error that prevent the phone from bootup.
IV. CONCLUSION AND FUTURE WORK
This paper is a proposal of an approach and methodology for forensic investigation in Firefox OS. To our concern, there will be no restriction in Firefox OS and it is design to have the freedom of HTML5. Therefore, we will not include any step for rooting the devices; hence the integrity of the data can be preserved. This new approach might be applicable with other mobile platform but it is purely design for Firefox OS. Checklist will be used to classify targeted data during acquisition. Later on, we will work on file, log, system, memory and full data analysis, therefore checklist is very important during each procedures. In this paper we only demonstrated specific file to show our approach are working perfectly for Firefox OS.
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